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Specification by numbers. The ART of specifying physical security. 
 
As Gerry Adams once said, terrorists only have to be lucky some of the time, while those providing 
protection against terrorists and/or requiring protection from them have to be lucky all of the time!  
 
So, how can those responsible for protecting critical assets ensure they implement effective security 
rather than rely on lady luck? Are specifiers actually aware of some of the chances they are taking 
when specifying physical security equipment? 
 
A leading international physical security laboratory based in the UK has reported 95% of products 
submitted to them actually fail to deliver the levels of security intended by the manufacturer when first 
tested. This suggests only 5% of physical security equipment supplied into the market actually 
delivers the protection expected by those specifying and using that equipment!  
 
Therefore, rather than playing Russian roulette by specifying security products purely based on 
manufacturers recommendations, price and a gut feel, it is important specifiers ensure there is 
appropriate evidence the equipment they select will deliver the required level of protection when it 
matters.  
 
There are a growing number of publically available standards that can help manufacturers and 
specifiers alike determine the performance provided by physical security equipment. But which 
standards are the right ones to specify? And, is all testing to those standards of the same quality? 
Furthermore, can testing alone be relied on when deciding what products to specify? 
 
This paper explores the factors specifiers should consider when deciding which standards to specify 
and what evidence of conformity they should seek when selecting physical security equipment. 
Although the paper focuses on the specification of physical security equipment designed to protect 
against manual forced entry, similar principles apply to specification of security equipment designed to 
mitigate other threats, such as: ballistic, blast, vehicle impact and event cyber-attack. 
 
Firstly, perhaps it is important to remind ourselves why effective physical security plays a critical part 
in protective security and what risks are faced if physical security equipment does not deliver the 
expected levels of protection. 
 
Physical security is a physical measure, or collection of measures, that delay: 

• Intrusion into a protected space 
• Access to a protected asset 
• Removal of a protected asset. 

 
The asset itself may be a physical item (e.g. critical processing equipment, cash, jewellery, etc.), 
information, person, or something else whose loss must be prevented.  
 
Physical security alone cannot prevent an asset’s loss. It must be supported by effective intrusion 
detection systems (e.g. natural surveillance, CCTV or intruder detection) and an effective response, 
and be managed and maintained within an effective command and control structure. 
 
Any physical security can be overcome, given sufficient resource (time, people and equipment). The 
delay provided by the physical security measures implemented must exceed the sum of the time 
required to detect the intrusion and respond appropriately to that intrusion.  
 

TimeDelay ≥ TimeDetection + TimeResponse 
 
It is therefore important to ensure appropriate intrusion detection is incorporated as early as possible 
in the predicted path(s) of intruders. This ensures an intruders attempt to access the asset are 
detected as early as possible. Intelligence work is the first form of detection as this can help to identify 
the likelihood of an attack taking place and possibly even provide accurate details regarding the 
nature of the attack and timing of the attack. However, such levels of prior warning are seldom 
available to those responsible for protecting critical assets. It is therefore important to consider 
detection at the site boundary as being the first opportunity to identify whether an attack is in progress 
or is about to take place. The information provided by such systems can help to maximise the 
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‘available response time’ (ART), as illustrated in the following diagrams. That is the time available for 
an appropriate response to be deployed to apprehend the intruder before they successfully complete 
their planned objective.  
 
Figure 1 Illustration of available response times for apprehending an intruder seeking to remove a 

protected asset 

 
Figure 2 Illustration of response times for apprehending an intruder seeking to destroy a protected 

asset 

 
 
Figure 1 illustrates how the use of appropriate detection technologies in different layers of protective 
security extending away from the protected asset (triangle) increase the response time available 
(ART) to ensure the intruder can be apprehended before they can remove the asset from site. 
Meanwhile, Figure 2 illustrates the fact the available response times (ART) are significantly reduced in 
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cases where intruders simply wish to destroy an asset rather than remove it from the site. This is 
because, by the time they have reached the protected asset, it is likely to be too late to prevent the 
intruder from achieving their objective. 
 
Having implemented appropriate detection technologies, it is important to ensure the physical security 
measures provide the delay expected. Otherwise, the intruders will be able to access the protected 
asset significantly quicker, by exploiting gaps in the protective security that has been implemented. An 
example of such a situation is illustrated in Figure 3. In that example, an incompatible padlock has 
been used to secure a gate that would otherwise have provided the security expected (blue time line). 
As a result, the padlock was removed much quicker than anticipated in the security plan. This has 
allowed the gate to open much quicker than the delay time attributed to that gate based on testing 
conducted with an alternative padlock fitted. This highlights the importance of ensuring the locking 
systems used to secure physical security equipment are covered by the independent tests and 
assessments conducted to determine the delay provided by the product. Issues relating to the 
compatibility of security features are considered further latter in this paper.  
 
Alternatively, the graph shown in Figure 3 could have represented a gate that had been advertised as 
delivering the delay shown by the blue line. However, when attacked, the intruder found to their 
benefit that the claims of performance made in relation to the delay provided by the product had been 
artificially inflated by the manufacturer or distributor and were not backed by independent test  
evidence.  
 
Figure 3 Effect of using unproven physical security equipment on the available response time 

 
 
It is therefore extremely important that specifiers verify the delay provided by physical security 
equipment before selecting it and allowing it to be deployed on site. Based on the failure statistics 
referred to earlier in this paper, this could help the specifier avoid a 95% chance of specifying security 
equipment that fails to deliver the required delay; equipment that leaves gaps in the protective 
security regime intruders can exploit. 
 
It is certainly not practical, nor cost effective, for specifiers to conduct physical penetration trials on 
such equipment once deployed. This is not least because such testing is destructive and will therefore 
necessitate repair and/or replacement of the equipment tested. If it is found that it does not provide 
the required levels of protection, other temporary measures must be put in place while the equipment 
is replaced with that which does deliver the required protection. Alternatively, additional measures 
need to be permanently implemented to address the vulnerability caused by the use of equipment that 
fails to deliver the required delay. And, it must be stressed, the use of additional CCTV and detection 
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technology within the protected area is no substitute for effective physical security. This is sadly a 
decision this author has seen many specifiers make in a vain attempt to address issues resulting from 
poor initial specification of physical security features and limited budgets and time being available to 
redress those issues. 
 
Furthermore, for the reasons discussed earlier, it is certainly not sensible to rely on the real life 
intruder to conduct the very first tests on the equipment when deployed on site. That really would be 
relying on lady luck. 
 
Instead, the delay provided by physical security equipment should be independently verified prior to 
its selection and deployment. 
 
That delay depends on a number of factors, most of which are influenced by the intruder themselves. 
Criminals and terrorists can demonstrate entrepreneurial tendencies. That is, in the same way an 
entrepreneur will weigh up the potential return (reward) against the likely investment required and 
risks faced, criminals and terrorists also make such decisions before committing an act. As their 
perceived reward for committing an act increases, so does their willingness to invest in planning the 
attack as well as their willingness to invest in the tools, time and effort required to commit the act 
successfully. They will also generally have a greater appetite for risk as the perceived reward 
increases. And terrorists are perhaps less sensitive to the risk of being caught having committed an 
act. This is because, while criminals wish to avoid being caught so they can enjoy their spoils, 
terrorists are generally committing the act to make a statement. Being caught or killed is not deemed 
to be a risk by many terrorists, providing they are able to complete their intended act and draw 
maximum attention to their cause in the process of doing so. 
 
It is therefore perhaps unsurprising that the leading standards for physical security, such as 
EN 1143[1], EN 1627[2] and LPS 1175[3] are graded standards. The grading structures defined within 
them reflects the fact intruders are generally willing to carry and use larger less concealable tools and 
spend greater lengths of time achieving their objective as the perceived reward for committing the act 
increases. 
 
Figure 4 Illustration of the grading structure specified in LPS 1175[3] 

 
Figure 4 illustrates the grading structure specified within LPS 1175[3]. That standard considers 
opportunist intruders targeting assets providing a minimum return will invest very little in terms of tools 
and time to achieve their objective. It also considers those intruders will be highly averse to risk and 
so will only carry small easily concealable tools. For this reason, the tools defined in that standard for 
a Security Rating 1 classification (the lowest defined in the standard) are ones easily concealable in a 
pocket, while the working time (i.e. the minimum delay a product is required to deliver in order to 
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achieve that security rating) is 1 minute. As the returns available to intruders increase, the standard 
recognises intruders will invest in larger and larger tools. For this reason, tools specified for: 

• A security rating 2 classification are those easily concealed up a coat sleeve. 
• A security rating 3 classification are those easily concealed under a coat. 
• A security rating 4 or 5 classification is easily carried in a bag or by hand. 
• The upper most security ratings are likely to be more awkward to transport but will be selected 

by intruders due to their effectiveness to overcome the measures those intruders perceive will 
be in place to protect the asset they are targeting.  

 
Other standards, such as EN 1627[2], recognise similar levels of delay (i.e. 3, 5 and 10 minutes at 
RC2, RC3 and RC4 classifications respectively). However, the similarities between EN 1627[2] and 
LPS 1175[3] generally stop there.  
 
EN 1627[2] assumes that intruders up to those represented by Resistance Class 3 (RC3) classification 
(5 minutes working time) will wish to avoid making noise. Therefore, while the standard identifies tools 
of similar sizes and concealability to those defined in LPS 1175[3], EN 1627[2] severely restricts how 
those tools may be used to gain entry into the product. While this may lead to cheaper products, 
because they do not need to resist attacks involving impacts, the resultant products are not suitable 
for deployment in situations where intruders will be willing to make noise. And, if you consider the 
intruder is operating 5 minutes away from any form of response, it could be questioned whether the 
intruders are actually likely to avoid making any noise. 
 
If we reconsider Figure 3; that diagram could represent a gate that has been rated to an RC3 
classification as defined in EN 1627[2]. The blue line represents the time line achieved by the product 
when tested in accordance with EN 1627[2] while the red line indicates the delay actually provided 
when attacked by an intruder willing to make noise when attacking the product using tools similar to 
those defined in EN 1627[2] for the RC3 classification.   
 
EN 1627[2] includes a number of other nuances in terms of how tools may or may not be used. For 
example, the standard does not permit the use of the small hammer and steel punches defined in the 
RC3 tool kit to be used to attack any features other than hinges on the exposed side of the product. 
Therefore, while the hand drill contained in that tool kit may be used to drill a hole through to reach a 
surface mounted lock fitted to the protected side of the door, the standard prohibits the hammer and 
punches from being used to drive the lock off the rear of the door leaf. Would an intruder restrict their 
use of these tools in this way?  
 
Likewise, the standard prohibits the steel tube defined in the RC2 tool kit from being used to extend 
other levers (e.g. screwdriver or crowbar) or from being used as a hammer to impact other tools (e.g. 
to drive the crowbar into the gap between a door leaf and frame). Again, would a criminal restrict their 
use of those tools in that way?  
 
Criminals are likely to rub their hands with glee if they read EN 1627[2]. It’s extremely concerning to 
know the standard defines such exploitable differences between what a tester can do when testing a 
physical security product and what intruders may actually realistically do to the product when 
attempting to compromise it in reality. 
 
Then there are the issues relating to compatibility alluded to earlier in this paper. For example, glass 
used in products tested to EN 1627[2] is itself tested to a separate standard EN 356. On the basis of 
its classification to EN 356 Glass in building – Security glazing - Testing and classification of 
resistance against manual attack [4], glass may be used in products rated to EN 1627[2] and need not 
necessarily be manually attacked when the product (e.g. a door or window) is rated to EN 1627[2]. It is 
not unsurprising that specifiers would therefore expect the glass is tested in a compatible manner 
when classified according to EN 356[4]. However, this is sadly not the case. The test methods used 
and failure criteria applied to the glass in EN 356[4] bear no resemblance to the performance that 
EN 1627[2] requires other features of the assembled product to deliver. Research conducted by BRE 
Trust has demonstrated those differences can result in the delay provided by products rated to 
EN 1627[2] being compromised by the use of glazing meeting the relevant EN 356[4] grades called up 
within the EN 1627[2] standard.  
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Likewise, the locking hardware standards, such as EN 12209[5] for mechanically operated locks, 
called up within EN 1627[2] do not contain compatible performance criteria. The same is also true of 
other CEN standards for hardware such as padlocks (i.e. EN 12320[6]). Those standards do not 
contain performance requirements for those items that bear any direct resemblance to that required in 
EN 1627[2] for the products such hardware may be used to secure. 
 
Why is this the case? Each CEN standard committee is largely populated by manufacturers of the 
products that the standards being produced by the committee relate to. Those committees therefore 
produce standards that achieve a consensus of opinion amongst the majority of those represented on 
the committee. And, rather than all committees focussing on developing standards benchmarked 
against a commonly defined series of threats and generic performance criteria, each committee 
develops their own models. It is therefore unsurprising the various standards for security equipment 
published by CEN are neither truly compatible nor commensurate with each other. 
 
Specifiers must also consider whether the standard actually covers the type of product they are 
considering specifying. All too often, manufacturers obtain test evidence for products to standards that 
were not designed to cater for such products. For example; EN 1627[2] does not cover 3D products 
such as security enclosures, ducts or turnstiles. This is because the static and dynamic test methods 
defined within the supporting test standards EN 1628[7] and EN 1629[8] are based on 2D products 
such as doors, windows and shutters. Furthermore, somewhat ridiculously, EN 1627[2] does not 
officially cover industrial doors and shutters. This is not because the test methods are not appropriate 
for testing their resistance to manual forced entry; it was simply because the respective industry did 
not wish to adopt the standard. 
 
All too many CEN standards committees, and their national mirror committees, are populated by 
manufacturers, their distributors and representatives of their associated trade associations. Sadly, few 
standards are developed by committees led by specifiers and engaging a large number of specifiers 
and independent scientists and engineers. More standards need to be developed using the model 
adopted during the development of the CEN workshop agreement standard for vehicle barriers (CWA 
16221: 2010[12]). That standard’s development was driven by the Centre of Protection of National 
Infrastructure (CPNI) and took into account the work it had undertaken in developing UK standards 
PAS 68[13] and PAS 69[14] as well as lessons learnt working to those UK standards and by CPNI’s 
partners both in Europe and beyond. 
 
In order to ensure physical security measures are effective at preventing intrusion, the standards used 
to test them must be written with the threats posed by intruders in mind. Specifiers must not only 
consider whether the time and tools defined within a standard reflect the threats their critical assets 
face, they must also consider the following and whether the standard they are going to specify takes 
into account such issues: 

• Whether the intruder: 
o Is likely to use stealth to achieve their objective or whether they are willing to make 

noise. 
o Wishes to achieve access to the protected asset surreptitiously or not (otherwise 

known as undetected compromise). 
o Has any prior information about the design and construction of the physical security 

measures implemented. It is important to bear in mind their likely willingness to invest 
in much greater planning and preparation as their perceived reward for committing 
the act increases, and the importance of defending against the insider threat both 
within the organisation itself as well as amongst those involved in design, planning, 
construction, commissioning and maintenance of the facility. 

• The intruder(s) strength, endurance and motivation to succeed. 
• Their knowledge and skill of using tools and attacking products, including their knowledge of 

various methods by which products can be compromised and their willingness to use those 
methods. 

• The number of intruders and how many are likely to be able to attempt overcoming the 
physical security equipment at any one time. 

• How the products’ installation may affect the delay it provides when attacked. 
• How the product is to be used in order to achieve the levels of security determined when 

testing it to the standard. For example, what locking options are available and can the product 
be left in different locked states (latched, deadlocked, etc.). 
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• What service and maintenance regimes are required to ensure the product affords the levels 
of protection demonstrated during testing. 

 
So, where does this leave specifiers? How aware are most specifiers of the existence of such 
nuances and their effect on the level of protection products meeting such standards provide, 
particularly when such nuances are often buried within the detail of the standard, hidden from 
specifiers? Instead, should there not be a drive to remove such nuances or at least ensure they are 
clearly highlighted within the scope, foreword or even the title of the standard? 
 
Those who are not aware of such nuances are left potentially vulnerable to forced entry. Even those 
specifiers that are familiar with the standards and aware of such nuances often find themselves 
confused as to how to address those issues while working within confines of EU procurement 
legislation. Many are of the understanding such legislation forces them to use the CEN standards 
despite many of the issues associated with those standards. However, a growing number of specifiers 
are realising that the risks posed to their assets are too great to rely on such standards. As a result 
increasing numbers of specifiers are switching to using standards that are more conducive to those 
risks, standards such as LPS 1175[3].  Their decision to do so has been the result of them familiarising 
themselves with the standards available so they can fully appreciate which standards best suit the 
risks they face. And the use of private standards, such as LPS 1175[3], is not restricted to UK. The 
standard has been specified for major forthcoming CNI projects in a number of EU countries, 
including projects sponsored by the EU Commission. Furthermore, growing numbers of specifiers 
outside EU are turning to such standards. These include projects across the Middle East and in 
specific countries in central and eastern Asia, Africa and Australasia. This in turn results in benefits to 
growing numbers of European manufacturers that hold approvals to those standards driven by local 
demand in Europe. Furthermore, EU based specifiers, particularly in Utilities sectors, are able to 
specify standards they know and trust across their global network of operations, providing real 
tangible benefits to them and their supply chains. Such standards may have been considered in the 
past to be local national standards that protect national interests. However, instead many are 
beginning to realise they actually facilitate cross-border trade within and beyond EU to the benefit of 
European specifiers, end users, manufacturers and regulators alike. Therefore, is it time the EU 
commission embraced such dynamic standards rather than see them as a threat to open markets? 
 
LPS 1175[3] was originally developed for UK Insurers in the mid 1990’s by the then Loss Prevention 
Council. This was prior to publication of the preliminary CEN standard ENV 1627*, when there were 
no alternative standards available to insurers to determine the effectiveness of physical security 
equipment. The objective of developing the standard was to provide UK insurers and others 
responsible for managing risks associated with manual forced entry, a reliable method of determining 
products’ resistance to forced entry. It was developed based on the ‘entrepreneurial’ criminal 
principles in so much as it was a graded standard that recognised the fact criminals were willing to 
use larger and larger tools and were willing to take longer and longer to gain entry as the perceived 
reward increased. Originally containing 6 grades of resistance (security ratings), the standard was 
extended to 8 security ratings when Issue 6 was published in May 2007. This allowed the standard to 
take into account developments in battery tool technology as well as the development of specialist 
entry tools such as hooligan bar (introduced at Security Rating 4). Meanwhile, the European 
standards continued to be developed around tool kits largely conceived in the late 80’s and early 90’s. 
In fact, the safe industry is currently facing a quandary regarding introduction of modern tools that are 
available to criminals but not catered for within the standard. While many in the industry are driving 
changes to the standard that will have limited impact on their products’ ratings to the safe standard 
(EN 1143[1]), insurers are critically aware that the criminals that will attack the safes are not restricted 
by the same tool choices presented to test laboratories in EN 1143[1]. Tools such as petrol driven 
grinders (‘Stihl’ saws) are still a long way off being incorporated within the European standard for 
safes despite their availability to and use by criminal gangs. 
 
LPS 1175[3] lends itself to specifiers for many reasons, beyond those discussed above. The benefits it 
presents specifiers and end users generally result from the fact the standard was largely written by 
and for those responsible for protecting assets rather than those responsible for making and selling 
security equipment: 

                                                      
* ENV 1627 was the predecessor of European standard EN 1627[2]. 
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• LPS 1175[3] covers the widest scope of any publically available security standard in the world. 
It can therefore be used to specify the performance of all layers and features in an ‘onion skin’ 
approach to physical security. 

• LPS 1175[3] is supported by a growing suite of sister standards that ensure compatibility of 
components that may be used within the assembled system. Standards such as LPS 1242[9] 
(lock cylinders), LPS 1270[10] (security glazing) and LPS 1654[10] (padlocks) all utilise the 
attack tools and times defined in LPS 1175[3], as well as compatible failure criteria. 

• The standards are regularly updated to reflect changes in threat, particularly resulting from 
changes to the scope of tools available to intruders. This ensures the standards and products 
approved to them remain state of the art. Furthermore, the standards aim to cover threats 
foreseen over coming years whereas many European standards are developed with known 
existing modus operandi (MO) in mind rather than new, emerging and potential MO’s. 
Therefore, while the latter standards may deliver slightly cheaper security in the short term, 
that security is more expensive in the mid to long term because its effectiveness is quickly 
undermined by developing tool technologies and criminals’ techniques. 

• The standards are free to all to access, requiring no purchase fees or subscriptions. This 
ensures they are accessible to all those requiring access to them. This is possible because 
the standards are published by a charity whose objectives are to help ‘protect people, 
property and the planet’. 

• Details of all products approved to the LPS standards are published in one central list that is 
published on the internet. That list, known as the Red Book, is published daily to ensure 
specifiers can accurately and readily verify products’ compliance with the standard rather than 
having to rely on manufacturer’s own claims of compliance. No such central lists are available 
for EU standards, leaving specifiers at the mercy of suppliers marketing claims. 

• Claims of compliance made by companies in respect to LPS standards are policed by one 
central body. This dissuades many would-be ‘cowboys’ from making false claims of 
conformity with LPS standards, thereby helping to protect specifiers from choosing ineffective 
products sold fraudulently. On the other hand, claims of conformity to EN standards are 
policed by a disparate list of organisations in each EU member state. In the UK, that 
responsibility lies with agencies such as Trading Standards and Advertising Standards. Both 
rely on complaints made to them by end users, competitors or other whistle-blowers. Due to 
their lack of resources, those agencies seldom conduct proactive investigations, particularly in 
relation to commercial products sold to corporate clients deemed by the authorities to be in a 
better position to make an informed decision when purchasing the item compared. Instead, 
they focus much of their attention on protecting individual members of the public making 
personal purchases. However, does being in commercial procurement make someone more 
knowledgeable about what they are purchasing? This is not always the case. Although some 
purchasers may believe they are well informed, they may rely on knowledge gained through 
Continued Professional Development (CPD) training delivered to them by manufacturers and 
suppliers rather than formal training delivered by independent bodies. We therefore welcome 
initiatives such as those recently implemented by CPNI to publish independent guidance on 
selection and specification of protective security equipment such as doorsets, blast protection 
and shredding equipment. 

 
As mentioned earlier, 95% of the physical security products submitted initially fails when tested by 
BRE to LPS 1175[3]. This is despite the manufacturers identifying the security ratings they believe the 
product will achieve when tested. And yet many of those products have been available on the market 
for many years, sold on the basis of claims such as: robust; seriously strong; unbeatable; secure; the 
best; designed to meet XYZ standard; or complies with XYZ standard. 
 
It is also important to note that despite a product failing to pass a test or achieve a rating, some 
manufacturers will go on to claim the product has been tested to XYZ standard, whether it be a 
European, British or other type of standard. While such claims may be factually correct, i.e. the 
product was tested to XYZ standard, specifiers buying the product fail to realise the product actually 
failed because they fail to verify what rating the product achieved or whether the product actually 
achieved any rating to the standard in question.  
 
Those manufacturers whose products pass may go on to claim the product is certified to the standard 
to which it was tested. However, such claims may mean nothing more than they hold a test certificate 
for the product. A test certificate offers no more guarantee of future performance than the test itself. 
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Specifiers rely on the honesty and integrity of the manufacturer not to change the design or quality of 
the product they supply. This is despite many advertising terms of sale that contain a clause such as 
‘the manufacturer retains the right to vary the products design’. However, changes in design and 
production processes can have a significant effect on a products performance. 
 
Security performance is not currently a mandated requirement within the Construction Products 
Directive. Manufacturers may therefore make voluntary declarations of conformity with standards 
such as EN 1627[2] and the basis of such claims are not tightly regulated.  
 
It is therefore vitally important that specifiers seek evidence that appropriate measures are in place to 
manage the factors affecting the performance delivered by products placed on the market, to ensure 
those placed on the market after a specimen of that product has been type tested deliver consistent 
levels of protection. Such measures should include on-going independent audits of production 
specimens and checks of production records and control procedures as well as design documentation 
and the instructions provided with products. Such checks typically form part of third party approval 
processes such as those operated by leading European security product approval bodies such LPCB, 
VdS as well as by other members of the European Fire and Security Group (EFSG). The verification 
checks conducted by those bodies may even extend to checks of contract review procedures and 
sales literature to ensure products are being sold ethically and that any products sold outside the 
scope of approval issued are advertised as such by the manufacturer. 
 
In summary, specifiers can avoid the risks associated with products failing to deliver the protection 
required when it truly matters. To do this they must specify products that are approved by recognised 
third party certification bodies, such as the members of EFSG, to standards requiring protection 
commensurate with the threats faced by the assets to be protected such as LPS 1175[3]. This 
significantly reduces the ‘chance’ of failure, helping to ensure they are not just lucky some of the time, 
they can be truly confident in the security measures they have implemented while being able to 
demonstrate due diligence. 
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